
01:56:44.762755 IP 198.0.218.122.61476 > 108.161.147.39.443: Flags [P.], seq 1:1354, ack 488, win 4096, options [nop,nop,TS val 687514763 ecr 1379139787], length 1353
 01:56:44.789482 IP 108.161.147.39.443 > 198.0.218.122.61476: Flags [.], ack 1354, win 220, options [nop,nop,TS val 1379139795 ecr 687514763], length 0
01:56:44.790398 IP 108.161.147.39.443 > 198.0.218.122.61476: Flags [P.], seq 488:1008, ack 1354, win 220, options [nop,nop,TS val 1379139796 ecr 687514763], length 520
   01:56:44.790711 IP 198.0.218.122.61476 > 108.161.147.39.443: Flags [.], ack 1008, win 4079, 
01:56:44.795518 IP 198.0.218.122.61476 > 108.161.147.39.443: Flags [P.], seq 1354:2707, ack 1008, win 4096, options [nop,nop,TS val 687514795 ecr 1379139796], length 1353
   01:56:44.819326 IP 108.161.147.39.443 > 198.0.218.122.61476: Flags [P.], seq 1008:1543, 
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+ CREATES A UNIQUE SIGNATURE FOR EACH THREAT
+ PERFORMS REGRESSION TESTING & TEST FOR FALSE POSITIVES
+ RELEASES NEW SIGNATURES FOR GLOBAL DISTRIBUTION
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CAPTURE LABS COLLECTS DATA FROM OVER

INCLUDING...
+ Globally deployed security solutions
+ Industry collaborators like MSFT MAPP

+ International threat communities
+ Global researchers

1,000,000 SENSORS

+ ANALYZE NEW THREATS
+ VERIFY AND REMOVE FALSE POSITIVES
+ CATEGORIZE THREATS, LIKE...

Ransomware Mobile Exploits Viruses

+ CAPTURE LABS DEPLOYS SECURITY 
UPDATES AROUND THE CLOCK

+ SONICWALL FIREWALLS HAVE 
REAL-TIME ACCESS TO MILLIONS 
OF SIGNATURES IN THE CLOUD

+ SONICWALL’S CAPTURE ATP SERVICE 
AUTOMATICALLY DISCOVERS AND STOPS... Ransomware 

Attacks

Zero-day 
Threats

Updated 
Malware
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